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CONCEPT PAPER ON ADMM CYBERSECURITY AND 
INFORMATION CENTRE OF EXCELLENCE 

 
Introduction 
 
1. The COVID-19 pandemic has amplified the importance of digital 
technologies, and our reliance on them. Almost every aspect of our daily lives has 
moved online, including accessing essential services and transactions, 
communication and research. The proliferation of digital media and information 
sources in the online space and instantaneous nature of digital media tools have 
reduced the barriers to entry for individuals and communities to participate in 
online discourse. Likewise, these digital tools and media platforms have become 
a key source of news and information for many people. This digitalisation trend 
has increased our exposure to cyberattacks, disinformation, and misinformation. 
We have witnessed a significant increase in the volume, frequency, and reach of 
disinformation and falsehoods within and across societies. Many countries are 
seeing a rise in misinformation relating to COVID-19, such as on COVID-19 
vaccines, which could affect national resilience and impede their ability to deal 
with the pandemic effectively. Coordinated expertise from multiple stakeholders 
across different domains and across borders is required to effectively mitigate 
threats, build trust, and realise the benefits of technology. Cybersecurity is a 
collective effort, as is the management of disinformation and misinformation 
threats. No country can single-handedly manage the growing sophistication and 
transboundary nature of such threats. 
 
2. Accordingly, there are international and regional efforts to manage threats. 
The United Nations (UN) has been actively promoting a multilateral rules-based 
order in cyberspace, through the Open-Ended Working Group on Developments 
in the Field of Information and Telecommunications in the Context of 
International Security (OEWG) and the Group of Governmental Experts on 
Advancing Responsible State Behaviour in Cyberspace in the Context of 
International Security (GGE). The UN discussions: (a) affirm that international 
law is applicable and essential to maintaining peace and stability in cyberspace; 
(b) encourage the 11 voluntary, non-binding norms on responsible State 
behaviour; and (c) recommend measures for confidence-building and capacity 
building. Within ASEAN, our ministers meet annually at the ASEAN Ministerial 
Conference on Cybersecurity. ASEAN also established a Cybersecurity 
Coordinating Committee in 2020 to promote cross-sectoral and cross-pillar 
cooperation. In addition, the ASEAN-Singapore Cybersecurity Centre of 
Excellence in Singapore, and the ASEAN-Japan Cybersecurity Capacity Building 
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Centre in Thailand were set up to help build cyber capacity and promote 
harmonisation across the region.  
 
3. These international and regional efforts are complemented by our 
respective national efforts to secure a peaceful cyberspace, with the establishment 
of national cybersecurity agencies, publication of national cybersecurity plans, 
and implementation of cybersecurity policies and laws. 
 
4. Social media, which also relies on a common cyberspace, enables 
information to be created and exchanged at unprecedented scale and speed. This 
has brought tangible benefits in our societies, reflecting the rich diversity of 
views. Nonetheless, the decentralised nature of social media and the potential 
amplification of echo chambers and filter bubbles pose new challenges to our 
wider community.  
 
5. Various countries, including ASEAN Member States, have introduced 
domestic legislation and tools to counter the spread of disinformation and 
malicious falsehoods. At the ASEAN level, the ASEAN Ministers Responsible 
for Information (AMRI) in particular, meet regularly to address the potential 
harmful effects of fake news, and encourage effective cross-border collaboration 
to tackle such emerging issues as well. 
 
Cooperation in the Defence Sectoral against Cyber and Information Threats 
 
6. Much of cybersecurity and information cooperation has been led by 
government agencies outside the defence sectoral. At the same time, defence 
establishments face unique cybersecurity, disinformation and misinformation 
threats, given the magnitude of impact of a breach in its critical infrastructure or 
networks. Similarly, hostile information campaigns have the potential to fracture 
societal cohesion within and across states, influence public opinion and 
undermine trust in governments.  
  
7. There is also a lack of structure to promote shared awareness and 
assessment of these threats among the regional militaries and defence 
establishments. International and regional defence establishments can also 
cooperate to build trust, enhance confidence and foster cooperation to manage and 
address cyber and information threats.  
 
Proposal 
 
8. To deepen regional cooperation, Singapore proposes to establish an 
ADMM Cybersecurity and Information Centre of Excellence. This will reaffirm 
the ADMM’s commitment to address cyber and information threats. Singapore 
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hosts a number of info-fusion centres in domains such as maritime security and 
humanitarian assistance and disaster recovery, which can contribute to risk 
assessments and horizon scans, and also the ASEAN-Singapore Cybersecurity 
Centre of Excellence. Bringing the networks (cybersecurity) and content 
(information) together in a synergistic manner could support collective situation 
awareness, sharing of information and capacity-building across key areas of 
interest for ADMM members, and also offer collaboration with international 
experts. 
  
9. This Centre of Excellence will focus on confidence-building measures 
(CBMs), enhancing information-sharing, and capacity building among ASEAN 
defence establishments. It will explore, propose, and practise measures to foster 
greater trust, and cooperation amongst ASEAN defence establishments.   
 
Principles and Objectives   
 
10. The Centre of Excellence shall be: 
 

a. Guided by established ASEAN principles of respect for sovereignty, 
equality, territorial integrity, and non-interference in the internal 
affairs of AMS as enshrined in the ASEAN Charter, and in accordance 
with ASEAN principles and processes. 

 
b. Based on mutual trust, transparency, and cooperation, and in 

accordance with relevant national laws, rules and regulations. 
 
11. The Centre of Excellence has the following objectives: 
 

a. Consider the scope of cooperation on cyber and information threats 
within the defence sectoral and take appropriate steps at a comfortable 
pace towards greater cooperation among ASEAN defence 
establishments; 

 
b. Enhance multilateral cooperation among ASEAN defence 

establishments against cyberattacks, disinformation and 
misinformation, for the region’s collective peace and security;  

 
c. Share reports on fake news, misinformation and disinformation that 

have security implications and are relevant to the defence sectoral, 
including distortions, rumours, untruths, misinformation and smears, 
or DRUMS; 
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d. Function as a node for CBMs, regional information-sharing, and 
capacity building among ASEAN defence establishments; and 

 
e. Complement the ASEAN Cyber Defence Network (ACDN) to 

promote regional exchanges, interactions and cooperation on 
cybersecurity. 

 
Scope of Activities 
 
12. The Centre of Excellence’s scope and activities could include the 
following:  
 

a. Setting up a database where ADMM Member States can voluntarily 
deposit and access unclassified information on cyber malware, 
disinformation and misinformation threats;  

 
b. Increasing awareness and knowledge on potential threats to regional 

security arising from the cybersecurity and information landscape 
through dialogues, seminars and intellectual exchanges as well as 
publications of reports and journals;  

 
c. Promoting exchanges and interactions on domains of cybersecurity 

and information, including through exercises, dialogues and 
consultation; and 

 
d. Supporting the ACDN such as by hosting and facilitating visits and 

exchanges, including the network’s meetings and activities, as well as 
disseminating the Centre’s cybersecurity products and reports through 
the ACDN network to enhance awareness and discussions. 

 
13. Where relevant, we will work closely with other ASEAN sectorals to 
streamline efforts. However, we will contextualise issues to the defence sectoral 
for greater relevance to ADMM.  
 
14. The ADMM Cybersecurity and Information Centre of Excellence and the 
ASEAN Cyber Defence Network (ACDN) will complement one another and 
collaborate closely to avoid duplication of efforts. The ADMM Cybersecurity and 
Information Centre of Excellence will consolidate, synthesise and disseminate 
information, focusing on cyber malware, misinformation and disinformation 
threats with security implications, to enable the ADMM to develop a deeper 
shared understanding of the landscape. In contrast, the ACDN will drive the 
establishment of a network of AMS cyber defence operation centres to promote 
confidence and readiness.  
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Reporting Mechanism 
 
15. The progress of the ADMM Cybersecurity and Information Centre of 
Excellence will be reported annually to the ADMM through the ADSOM and 
ADSOM WG. 
 
Conclusion 
 
16. Threats in the cybersecurity and information domains are key areas of 
concern for ASEAN. We all have a stake in ensuring an open, secure, stable, 
accessible, and peaceful cyberspace and managing threats from misinformation 
and disinformation. Singapore is committed to enhancing international and 
regional cooperation in this respect and is willing to host an ADMM 
Cybersecurity and Information Centre of Excellence. The platform will allow 
ASEAN defence establishments to work together to achieve meaningful and 
concrete outcomes through cooperative efforts in cybersecurity and in the 
information domain.  
 
17. In the medium-term, this Centre of Excellence could provide broader risk 
assessments and horizon scanning for ASEAN defence establishments, in the 
form of regular and timely risk assessment reports on common security threats to 
the region. With established infrastructure and a strong network of partners, 
Singapore can contribute to the ADMM to improve collective resilience and 
cooperation for regional peace and stability. 
 

. . . . . 


